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WAREIIENS
signatures.xml [M1aden] UssaneduBiannsednddmsuaunsndsingg
encryptionxml [muden]  ussydeyaiiedfiunisidisiaveminensaaiuididnvseiind

(Foatllnddadins1l9n15NeN9)

metadata.xml [119880] e daAuwmaIndefuARUINULLDS YR BLA NN T TN
rights.xml [MnaLdien] Tdiiedniudoyaiieiudvsmaaaa
manifest.xml [Sugaw] 8 DWHNUVDILDNADULNUULDIANUNN DT LUNLDNATHUULTR

[ODF] ayqya
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Formunnisufiavamadmivlndsuiuunainasly META-INF Usingluiade 4.5 lasnned
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szuulidiadioudmsureunuueiuavaunsavivedediondedlasnneisnsaniisslasnnedifes
dwtuomimunvesnoumMULLES

AoumuLLBSLeUALATAYTivesleTiendessulasnneite META-INF Sudugnlnenssvedlaisnnes
sinvosneumuiue fafmundwiudemvediaanneiosuisegluiate 4.5 laisnned META-INF
Fold minetype IuimLiﬂmaéinﬂgﬂamuiﬂﬁﬁmﬂaummua%%ﬂsuaﬂa%mw feadureluiide
4. peuvuUeSTUTR oo
Indduimaluroumuuesuevaunsevivaslefiononvaglusumidlafléidumemaadlaisnned
sinvesneuwLes eniumelulaisnnes META-INF
dowwesdsiuisidnnsedndurariuaisiiulinelulasnvesidnilnanivuesnuesnield
SINVBIABUNULUDS

Toonsleduinsdmsuidadnulsenaudu

Wénelumumuiuesiavaunsavivedlodiondesdnsddetunazdudiunisdrsdleaisleduing
(ﬁﬁaﬁmuﬂﬁaivw%’wmmﬁL‘flumﬂa [RFC3987] uartaimundiszuninensylinesu: Liwnsal
771U [RFC3986)) ma&mmu f1lWdTe chaptert.html $rsdialidsuninde imagel.jpg fioglu
imiﬂ‘v]aimmﬂu ety chapterl.html 813U539 <img src="imagel.jpg" alt="..." / > Dudrunile
yoaiiom

dmsunisersdaleensloduing leenslegiu [RFC3986] gnimunlnsnudnuvazianizvesn1wi
Rertesdmiunesuumlndiiiivun dsfiedraquinvuzianzdioaoassyisnisinisensda
lepsledurimsyinuluvsunvesalesivdieaeaiasnsusenianuaudi dunadinuansuzaniy
Y94N11UNDE19819B9 REC Firnnd [RFC3987] dslunsdiutiu azuiuld RFC fiirndndmiy
demluneiu «

AstuAudnyazaniznnwdng leaslegrudmiulnanmuanielulasnnes META-INF
Tlasnneisndmiuroumuuesuevaunsaiiuloorslogiulaeuseny fidaot1s win META-
INF/container.xml fiillomsioluil

<?xml version="1.0"?>
<container version="1.0" xmlns="urn:oasis:names:tc:opendocument:xmlns:container">
<rootfiles>
<rootfile full-path="EPUB/Great Expectations.opf"
media-type="application/oebps-package+xml" />
</rootfiles>

</container>
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Falwdnamuanslulasnnesimerduaeslddiu ANendIn1sviifonuysIrilanyusiIRUN

¥

e (case normalization) Aaasulelurde 3.13 84 [Unicode]

Foldnamuanelulaisnnesiieriumisldgiduntenasnisyilmduuinsgiusuu NFC 3o
NFD (NFC, NFD normalization) [TR15]
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woarifudiiafian vnldansasnudevedidldssninnssuiunisaaedy Sududesmae
maulatelaq AiRntudieldgnénaddasgenslonnmeluidom

TAsnNe3 META-INF

AOUUIWBS L UALATAILOT L ILAR 09l laLsNNe3I58nT META-INF laisnne3tiussyinldaniusey
auantl idaunuenmileaniivuaieonsdieglulasnnes META-INF lngdiUssananalodievias
atiunshiduwvaidienuiulndmaiiu

ADULNULLDS - META-INF/container.xml

ADUMULUDSLOTLONNINUAA 9T INaL38n31 containerxml A1elulawsnnes META-INF g
a a ¢

container.xml fiasszyrlindoveslnasinuazidunisludeludsnd mSuuazisufdudsiius
ddnwselindfegluneunuiues

M8 container.xml faglunsia

daenansdmsulng containerxml Usingluiidedsionansdinsu containerxml uld
container.xml éfaqgﬂéfammﬁqLaﬂmiﬁﬁé’qmﬂﬁ%aaL:uuﬁu,azLLamm%ﬁ'géﬁwmaaﬂlﬂmﬂ
NAUTDULAD (SIUDILDANSUARALL LD INUATD LD ALUUAAINET?)

WA rootfiles fosilledwug rootfile nilnodwusiuly usas Laamummaamqamﬂms
uiieinaiuansdasunturesdsfinisidnnsetindnilsatuiilis iy dsuidusnnnindasundu
gndativluledien udazisuddudendunisuszananisuansnaiunneiuvesdafia
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fhuszananaleTienassiolediuun rootfile Musnnelulediuud rootfiles LaAINUSUATY
IngU3eudmivasiinndidnnseindnieyludnludesdissuunissruieldisuadulag eniu
suAtulaeUTene

Fregreoluinans containerxml faogdmSudsinsisidnnsedndfnlngsan EPUB/My
Crazy Life.opf (tonasuiiaLna)
<?xml version="1.0"?>
<container version="1.0" xmlns="urn:oasis:names:tc:opendocument:xmlns:container">
<rootfiles>
<rootfile full-path="EPUB/My Crazy Life.opf"
media-type="application/oebps-package+xml" />
</rootfiles>

</container>

v ! ! & a o aa [ s a < P £ a I
G]’JE]EJNG\E]VL‘U‘LJLLﬂﬂQLiUWU‘UGUENL’PJﬂ’J"\]LLagL@ﬂ“ULEJGUV]L@MLL@&‘U@Q?’]MLﬂHi@ (Ramayana) ﬂ@QIN
ADUNULUBSLAEINU

<?xml version="1.0"?>
<container version="1.0" xmlns="urn:oasis:names:tc:opendocument:xmlns:container">
<rootfiles>
<rootfile full-path="SVG/ Ramayana.opf"
media-type="application/oebps-package+xml" />
<rootfile full-path="XHTML/ Ramayana.opf"
media-type="application/oebps-package+xml" />
</rootfiles>
</container>

\dwus manifest fegnvlutenarsuiiainaszyfsedeuiiuiismiafefilddmunis
Uszuanaisuidudliun %’aagaLL:u‘DLWaUizﬂauﬁaeﬂum%lﬂﬂ%ﬂm%aiulv\lémuﬁaﬂ
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Uszananasuitu (Tude ndngluesladduildlduanisnanisneluedwus manifest 10
enasuiang wu Wé META-INF vidensnennsiameiusuiduduredsiunddnvsedind)

IWa container.xml 819523L0AUUR links AUNAUDALLUA rootfiles &3 (9131) Aovdllodluus

link vilsfaTuly wdwug link usazioduwudnessinkenvstng href BallAssydaiumiuaves

ninensfsndudmsumsussinananounuiuesvesdsiundidnnseing waluud link usaz
-6-
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9814ls
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IgiduenansdndiSuueadueiiuudsnde encryption wakws encryption UT0TUAGN
% EncryptedKey waz EncryptedData sudiesuigludesmunliensaluaznmsuszananans
isiadndiduuea 31 1.1 [XML ENC Core] 1o@wius EncryptedKey o5u1enauan1sid1snaus
avduiildlureumuies vairiledwuud EncryptedData e5unglndiidnsiaunaslng i
EncryptedData Wsiazio8 Ui 81989108 Wus EncryptedKkey f97inanadslunisidasa
Bndiduuea

Haenarsdmsulig encryptionxml Juanseglunianuiniiite n.2 daenarsdmiulg
encryption.xml Inglud encryption.xml desgnaesnuiiivualudaenans
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a

=1
A
U M lAaIU15009059 AL U MNVRIADULN UL S LU UL NT U azd1ule TIn1509159aR28350
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SmunTuleuasuanadnsdudndiduuen uiinreumulusitevaunsavivedledionenadl
Toyaitliliidndiduuea uraursaldnisdrsiadndiduneaiiiodswadeyafounly
ApuULUD SuavaLnsAvivededonldtufy nsihswalediensesduiisanisidnsaselns
melunrsumuuesiti lildunsdiuveslild g encryptionxml (63 Fadlalidsia

Tayandsiawnuideyaliladrsialunswmnuiuesusvauwnsaivadledian fregregu

215UNINT photo.jpeg gt L1999 TNEINT photo.jpeg AITONLNUTNAIBLLDNN
Y \ Y Y
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nsusauuuiian (deflate compression) melulasnnedduaisdanulnafidnswalalylng
ndudALUUALaN

dnaiunanunsaifesnismansmsdaiuninensuuuiliidsdslaesunduiiognidiiu
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Woudazlalln s swalildlng encryption.xml Saufugaddsnisnsiaminensves IDPF Lile
Uedfamsnensiisndudesenidnnismssneufiszannsagninldls

IndsoluifedlignidnsalinasinistemonadnsfalneUenevioamzaigas
- mimetype

- META-INF/container.xml

- META-INF/encryption.xml

- META-INF/manifest.xml

- META-INF/metadata.xml

- META-INF/rights.xml

- META-INF/signatures.xml

- EPUB rootfile (lonanswiiaLna)

m%wmm‘ﬁL%us?faLLﬁﬂumwé’qawgm@ﬁ’mﬁﬁimﬁan@qmiﬂamﬁa (decryption transform)
dmsuasdudnduteaniudenvunnisulainisneasiad  niuatedudndouLea
[XML SIG Decrypt] QmﬁﬂwmsﬁﬁﬂmﬂiLLﬂi@JUizqﬂﬁﬁi’f U TodlonLolauy (OCF agent)
annsauendoyaiiinsianeududossnandeyaiidinsiiane ndaandudels lannzdoyad
dewanendannduieinifuiidosneastadeunisszianateyalaad (digest) ilald
figalaneidu

g .

Meg1ealull dawdatain iade 2.2.1 vas [XML ENC Core] niwenns image.jpeg 9niinsiia

[

lngldyardanauaauung (AES) waznywiauunsgniiisiasnelasldyamdnyuwasanuing

q @
=

(RSA) #ifingyuade John Smith

<encryption
xmlns ="urn:oasis:names:tc:opendocument:xmlns:container"
xmlns:enc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<enc:EncryptedKey Id="EK">

<enc:EncryptionMethodAlgorithm="http://www.w3.0rg/2001/04/xmlencHrsa
-1.5"/>
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<ds:KeyInfo>
<ds:KeyName>John Smith</ds:KeyName>
</ds:Keylnfo>
<enc:CipherData>
<enc:CipherValue>xyzabc</enc:CipherValue>
</enc:CipherData>
</enc:EncryptedKey>
<enc:EncryptedData Id="ED1">

<enc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlencHkw-
aes128"/>

<ds:KeyInfo>

<ds:RetrievalMethod URI="H#EK"
Type="http://www.w3.0rg/2001/04/xmlenc#EncryptedKey"/>

</ds:Keylnfo>

<enc:CipherData>
<enc:CipherReference URI="image jpeg"/>

</enc:CipherData>

</enc:EncryptedData>
</encryption>
453  s1e%euily - META-INF/manifest.xml

Irldnnadeniiariunisletadn manifestxml e1ainegniglulasnned META-INF f1sedusin
Y9952 uUlNdvRIPRUMULLDS

W& manifest.xml (813) soglunsia
454 wunen1 - META-INF/metadata.xml

Irlamadenitanunislivedn metadataxml e1asiuegnielulasnnes META-INF Aisgausin
Ya95zuUlndvaIraumuUes el (313) fadldiuwnInImSEAUABULNULLES

mnilWd META-INF/metadataxml tileyasiduifissediudfiiuamautAvesunais
(namespace-qualified) audamnuaunalaludndiduunen (USuuasad 3) [XMLNS] Tnd
AITUTIYORLUUATIN metadata Tuiunaius http://www.idpf.org/2013/metadata iiladwus

-9-
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455

4.5.6

P ' i q‘

58U ayyIwdmTuNIidulanuiuniandseuun1seualsaziaslid metadata.xml 7
wAwuATINLIFIN

damuualedienjuilliliedurgumiainidmsuldlulng metadataxml umininisedu
AouwmuiueseIgnszyludedvuatilujusuian uasludedmundiuvengvesdafiun

Siannseiindves IDPF
Ind metadata.xml (013) Aaaliinsia
N15IANITANT - META-INF/rights.xml

Trldvnadonfiaunisliden rightsxml e1asinegnielulasnnes META-INF Nsgfusinves
sruulidvespounuiued Idlanulidwmiudeyan139nn158nsn19aadia (digital rights
a a a fa & a sa & & ¥ ' YA a a
management: DRM) 1uﬂWiLLaﬂL‘UaﬂumwuwmaﬂmauﬂamLsuaaavl,mzmNgjaaamﬂmaw
waglitonvualetionuillilasyysuuuulnddwiutoyan1sdansd@nsnieidviaiseanis ui
Pomununiuluswianevszysliuuamedmsutoyan1sinanisansnieniva

wInfIlWd METAINF/rights xml tileunlWdarsiluiiissiedwuddunuaudfivesuuaily
[XMLNS] wiaideansdaudsivletieiulusuianiionassysuuuuangdmsulngd

Tnd rights.xml doslaiitngia

Welddilng rightsxml meumuueiledienazlilvideyanuansitdiulavesnsumuiueign
Untosdns

aewdudidnnseling - META-INF/signatures.xml

TWdnaden signaturesxml nrelulaisnned META-INE fiszdusinvesssuulidvasnoumy
wesdafuaeafuniravesneumuues wasidomveaadulididuenasidndiuen 3
AWUATINAY signatures oAU signatures UTIDTLUAGNUTA Signature aufiedune
Tudarmuahieinsallaznsuszananaaedudndiduuea [XML DSIG Core] angifuaunsa
Uszgnaldfuisuidulag vesdsfinididnnsodndldimuaniounsdiuveasudty areidu
WndidukeaduIsasEUNduvestoyariialanld luldiisadndiduuen

19a signatures.xml fiosluiinsa

Wielaidilng signaturesxml ppunuuesledionazlilideyaiianiindiulavesneunuiuesi

% a a a ed o ¢ ' & & v % a a a ea
nsduBiannselindiszaurumuiues sgulsinuululainis@udidnnselindlegnigly
suAtunuIsyedlanla

Hatonasdmsulng signaturesxml Juansogluntanuiniate n.3 fuenarsdmsving
signatures.xml Iaglna signatures.xml ﬁaﬂgﬂﬁaammﬁuaﬂmiﬁ

A a Y ¢ v < v ¢ a I & a ¢ o w
LN@I@%L@WL@LQUW@T‘IQﬁWﬂLGUUSU@QGU@NUaIUWQULV]ULUEﬁ ﬂ'JiLWlIa’]EJLGUHIVNLUUL@aLNUWQﬂaWWU
gnVinevaRealuUA Signature YaeAIUG signaturestulyld signatures.xml

-10-
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wnewn  LoAwud Signature waazodwudlulng sisnaturesxml szyinaneduiluvesioyalalny
Teonslelneldlofiuud Manifest vesaneiduldndidunea waviodiuudees Reference ufay
Iwdfussqegenaduusniundesiuiuld maduudazindueniuazairsardoyalaaarivos
ningnsiansafigainnugniesegaiudaszaindy aﬁmiumwﬂmaamum signature
mmmiwmmumamulﬂaimmaﬂufmmaLLamqswmwmaﬂvﬂam%ﬂmaame ‘Manifest
vosanafudndisuuoatoduiifsinazssdelnaiediuud Signature dauAniaedimug
Fululy

Idlavselndnamualupeumuesansagniulalaseniulig sisnaturesxml iiasanld
sziifayaaroduiignuszutanaundd Id signaturesxml masgnidunieliedislstuegiv
TgUsvasAvedasaneiy

v 2 v Y a = 4 ) o < v & !
winfdudeaniseygnliiunisavatodulunsunuuesidlaeldinliareduveadidulyl
gnsidliimaduld signaturesxml

vnfidudeanislinnfiunioavatsduluasumuiuesinlrasidurosidulignios
nsulasangidunuuduiaoun (enveloped signature transform) (@Suneluiide 6.6.4 ves
[XML DSIG Core]) anunsalfifioidulidasduivmniisiogdouismunldoniiu Signature 7
ety maulasanduaeduteuntiiomn uasiBeuanunduligniesnniinsiiia
aenduasluufiainandanniu

Tdlavselnavinuslupeumuiuesanunsagniduldlaeeniulng signaturesxml ilasanlug
sziifayaaroduiignussutanaundd Wd signaturesxml masgnidunieliedislstiuegiv
TgUsaRveasanedy

v 2 v Y a dl 3 I o v 3 v & |
mngduisInseng e biiiunseavats@ulunreumuuesialagldvi liareiduve sidulyl
Qﬂﬁaﬂa\imﬂ%umé signatures.xml

mngiduseamslinmaifiuvioavaredulureumuiueditliariduvesiidulignsios msuvag
aelduwuuduiaoun (enveloped signature transform) (e5uneluiaide 6.6.4 ves [XML DSIG
Core]) annsalfiitodulnidansuiomniifiogrouimunld snfu Signature firfndsaisiu
mawastanduaedurounthimuauandasuanundulignifesmnininfivaieduady
ufiaLnandsaintiy

5’1;3’@@51'18Leziumaqm{mmsl,mmaL%ummaaaaﬂwﬂwmaLsziuéuawaqmmmlummaq LLG]G]ENﬂ’Ii
Y apmimmamumaLszjuimmaawm'ﬁai%miuﬂamwLaﬂeziW'lﬁ (XPath transform) LileLfu

2 da 1w \ L= a o ° 2 & MY & ! P
wnzaguniieguad (@ruiiduiisstouuzit nmswdaswuvudndnisliladudiuniiaves
Yarunledioni)

aregudndidunealili@enlesanunuisladuatsduleduionaiidoyaidanumuny
Aeiaege nsiiiudeyaadluiediuud Signature Moursaudu ataudnddukoaBdUY
Wnsiudeyaadduatedu (wu nenisldiedwud SignatureProperties)

-11-
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Inaudndiduueasoluiianaien1vealid signautresxml fhegrauazdsaindiograninuly
A9 2 999 [XML DSIG Core] Fsiinilaaeidunarareduiuusuldiunsneinsasssionisiu
ADLIULUGS LalA OEBFPS/book.html way OEBFPS/images/cover.jpeg

<signatures xmlns="urn:oasis:names:tc:opendocument:xmlns:container">
<Signature Id="sig" xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod
Algorithm="http://www.w3.0org/TR/2001/REC-xmlc14n- 20010315"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsigh#dsa-shal"/>
<Reference URI="#Manifest1">
<DigestMethodAlgorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>j6lwx3rvEPOOVKtMupdNbeVu8nk=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>...</SignatureValue>
<Keylnfo>
<KeyValue>
<DSAKeyValue>
<P>. . </P><Q>..</Q><G>...</G><Y>. . </Y>
</DSAKeyValue>
</KeyValue>
</Keylnfo>

<Object>
<Manifest Id="Manifest1">
<Reference URI="OEBFPS/book.xml">
<Transforms>
<Transform
Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-
20010315"/>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue></DigestValue>
</Reference>
<Reference URI="OEBFPS/images/cover.jpeg">
<Transforms>

-12-
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<Transform
Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-

20010315"/>
</Transforms>
<DigestMethod

Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue></DigestValue>

</Reference>
</Manifest>
</Object>
</Signature>

</signatures>

13-
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5.1

5.2

5. AauMULUasTUvaslaTan

AN

& ! e £ o
RV S P AVIRVANLTO IR BEA Y

AU TUYalaT el uluiWamdy (manifestation) LuUlWAREATINIEAINUDIADUNULLDS
WAUALATAN

Jarmnualndgy

rouwuwesTUvedledlonldsuwuudununsvylutenmunvesguuuulnd@y [ZIP APPNOTE 6.3.3]
IneildatsAunazesuenasialull

Wenmvasreumuiesdvedlediondesdulumunginasivesnoumuiuesiovaunsan

AowmnuLesTUvetladiondeslildnudnyurlulysunsunistuiingdudseyg s biwu sidduas
Tunanedanudeya diuszuianalediondesionnlndleBienlafissyinlvadugnuusadudanu
JoyananeFuindudetinnain

fa ~ Py A A & A W Ao o a
ADUMULUBSTUVRaTeNAasliigIs1en1sNIn AUl luTudnwazs1en1sNTuUdALUUAWaN
AeluLALATUSAUTEANTUMNTY AUsEunanalaTeNADIlaINAB U NULBSYDILaR oW LY
wadenstudadunlilduuumanitdudafianais

AoUWULLDSTUvalaTenealddruveedy 64 anunnvuadu “version 17 Tudiudl 5 #itde
808 G ¥aalUshknsunIsUUTinty [ZIP APPNOTE 6.3.3] 4agmas ki g9diuaegmaiuiniy
oo n@eIn15d1uve1y G1UseuanaladandeIsassudiuveedl 64 aunnIvuady

“version 1”

fa IS 4 9 ¥ (Y £ Y% a a v v Y
AouwuueTUvedledievinashildnadnuusnsitrsianuesurslugUuuudy nsidrsviades
Idaudnuugnesuisluiite 4.5.2 MswWnsia — META-INF/encryption.xml wnusiuseaians
ToTendesdiolnmounuuesdlvadediondsldnudnvaznisdisfadududeiinnais

LidadulimuszinanaledievidesaniudeyaitnaeunuieidUvededionsunnisiuteya
iiuagnstufindeyaddllsiszymelunsumuefusuaunsavivadledion Inglanizegnadad
Uszananalefenlifesanua@e15® (CRO) WaddayaninuAnuiiu (comment fields) nseilan
Afuteyaszuulrlamamzinzasiussuudoinmils (gu weavitadlnldnieuen (External
file attributes) uazaniivey (Extra field))

AouuesTUvedetlafad1siatessuulndlagldyiievl-8 [Unicodel

Javsruse ldlvdmsuiananizluasladasumuiuesduvadladion

Tuinns19vealndnislupSesmunuiuassuvedadiondesdearfansundndulunis

9

wenflacmdudn 10, 20 wse 45 Wislinsaiuseiuugegandnduselndniimunly (@ A1 20

-14-



53

uan. XXXX-25YY

MINHOINISAMEN, AT 45 B189IN158U 64) ArUssunanaledienfesdainA1duuenaNtiy
YORANANN

- Tumsehidevedvdngluniosreumuiuesduvededievdesalanisnistudadeyaidu
A1 0 %39 8 uszananaleTiensaadeinrduuenainiiiudenanain

- fuszunanala@endasielnneumuLlLasTUvlaT N Nld1uIN1Snens a5 ALl
(archive decryption header) w‘%aLiﬂ@%@%’agaﬂmwaamﬂmﬂ (archive extra data record)
Wudarianaia

nssryriindevesnaumuueilvadedion

13

ARUmULLESTUvalaTendaaillig mimetype Wulndusnlumaumuues wavilamvadluld
\Uu application/epub+zip Faduaesnvszviinluy Whsiadugea-wean [US-ASCI]

4

&
URNBDI

\Henveslnd mimetype fodldfivesinnimivieiuissauardesliisuduiivaisifugilan
(u3nluvieainasuisa (Byte Order Mark)) wazlunsilanesnuseafinludnoansaiuiuanslignasu
W& mimetype Miiidnunsadhigndudanioisia wazdesldiduiladiavludiuivesdy

wnemn  91989lUdennanuln . ¥linde application/epub+zip dvsuteyaiiiuiiuifeiiusiinde
application/epub+zip

-15-
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6.1

6.2

6. ﬂ’ﬁWi"l\‘Wl%JWEI’]ﬂi
Unn
Wemauiidudauwuziin

Hesnneewmnuuesdvredledonlaeiugiululngdy inssadedumlunfieganunsatunldiiie
wanillevldladnsiannuiianald wenanlullenivednd@uaniiidnvauzmiiounounuiues
WuguduaguuuasTUY (W wiludeya)

~ =~ ] fa ' v = ¢ '@ o v a P =~ % )
YugfiAnuseuievestnadudeutiadudsslovd uinvihliAsdymaelenisuandeyanineins
Meldlinansenuinamesidenisveinsiiiidisva degrudu Jusiainenissiurauiainyaaa
nanulaenalulddesnslaneudgnuandeyauazinnduunldlvdleeddu Weudluvieswaindiuiu
yneauliinisils wenisdaneudideszindunisvinlvneudnanedudiuniavesdafiun
a a a 1 3 %% 1y} ¥ [y dglj
dannsetndkilvuaulndnausduatiulunsouduiiiom

\esannnissestunsudususnidudsinuldegransnanslussuuufoinsadelml mslanous
Alussladduiisangnaumenldiieamenazusdlainnauatuliiaaunlrmildigg luuSundu aanu
Tanduautiananuaiunsalunsilafinouduesdsiunididnnseling Faflavtiunalrvziiuseloviiunn

Weldduasunisiiveudlulden gamiienauduisseeissenlildveudvesnuludaiun

a & a sy s 7 Yo a a ca & A Y ad | O A I3 |
aLﬁﬂWﬁ@UﬂaﬂWW@u@LW@WUUQﬂE\JﬂI’JﬂUﬂQW@JW@Laﬂ‘i/ﬁf’JUﬂﬂﬂ'JEJ'Jﬁﬂ']ﬁU"lﬂafJ'N uuﬂaleaV\laumﬂLm
& A

a o A v a wa 9 a a Y & a PR |
aunsofenuielduussuuluinisialaensmisiesesilefinuivugunsalneuiamesuy uagly
ausaldlalaensatuasiusididnnsatindatudu

n139an15@nsadvianseszuunismivaudmsulndraudiluiseseguanniioainveuiun ves
Tofimunaduil ludiuiidetiesurgfaisnisnsedsSuledionatuanysalfesitunsdaiiuiy
Wl ne1nsAng 9y
dunadladinisnaiansluenansuinsgiundnduaenavnssuaduiivselngasdns IDPF 3101591
| le’ < 2 ) = [} 1y 1 '3 4 [ a a a .¢§ 1 @a 3
Wudtdun1ssia nsenssuuseiunlndveudazlasnisainnisaziindvdns og19lsnneenns

IDPF n1ivinnsvinguilaznavauasaiudanisvesdmiiereudaiulng deiesnisaiudulain
ninensvemuazlignuandeyaliegsielaenisaanedunsumuiues

Tunsdlvesoud Tdnandmsunisnsne nalnfiduiesnistavingilinausteazideaniseygn
hilidiiunslilaedie nalnldlddestudlindiuaunlunmsdndaleudliegsauysal danudulula
Magldtunauisnmmusdiounnlvidneudeenun

NAYHINITHT NS
neyanlilutuneuddnismseasiunanmssyeninwalveusuAtulagUseny

gnvszdesinmimun auesuigluteinundndiduwea 1.0 [XML] iade 2.3 desgnausenainda
seuil lnglanngegedwinumissviagiilan U+0020, U+0009, U+000D uag U+000A
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Joyalaaaniieaevia-1 (SHA-1) vosdunugiten-8 vesnadnsiiduaiednussaisgnasiadu
Inglanizanunsgiusevsuulasnse [SHA-1] Teyalawariigniluldidungyuadmsutunewds
sl

[%
Y

JUNDUITNITNIN

=

JUADUITNON NN NSNS Usenaumieni1sanklas 1040 luvinsn (Uszunad 1 Alalui) veq

Y

Iridlunsainfivwntdesndy 1040 luv lanslwdaggnenuuas

~ Y Y Y] Y ° av & ¢ a . . | ¢
iiowsedeyaduatu nadwsvesnisviladdadndagdios (logical exclusive or: XOR) sywinaluvi
wsnvaslndauiuluiusnuesnauanisnsrsgiiuduluvinsnasansnennsuuuile

nsvuIuNstagyhenfuluidaluresioyadumaaznaua sunseitmnluilunauagnldvue eds
il negvauntsazduiunsdelaeduainluiuanvomyuanagluiidad 21 vesteyadunis e
dhasia 1000 luvidne siuga (iefsandugauastoyadunie) feyafindesyludoyadunisasgn
Anaenlaenstludsanenie

'y 2 a -Qy 1 d' [y = [ QI i I3 a
n1INsInsneInsieuinduneuninensazgnivdanaziiudililunewmuiueivesladion
Fanainiswsrebulenisidnsia den1vusilaliazifindenvualuiide 4.5.2 n15id1sia
~META-INF/encryption.xml Tun1sdiudansneinsnounaziinsia

v 1 Xz Y 1 = & aa o &
3W3LV|EJ§JW@VLUULUUWJEJEJ'NLL?WQE‘IWJU@@U’Jﬁﬂ'ﬁWﬁWQ NU

set ocf to OCF container file
set source to file
set destination to obfuscated file
set keyData to key for file
set outer to 0
while outer < 52 and not (source at EOF)
set innerto 0
while inner < 20 and not (source at EOF)
read 1 byte from source  //Assumes read advances file position
set sourceByte to result of read
set keyByte to byte inner of keyData
set obfuscatedByte to (sourceByte XOR keyByte)
write obfuscatedByte to destination
increment inner
end while
increment outer
end while
if not (source at EOF) then

read source to EOF
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6.4

write result of read to destination
end if
Deflate destination

store destination as source in ocf

Tunsideyaneudsuatunduduinliidndunssuiunisdeundu tuAeliddumenareiludeyad
gnnsuazlnauanennazussyleyaiu

ﬂ?ﬁiquI%‘WEﬂﬂﬁﬂ’]ﬁ‘WiN

I ¥ Y

widmamatauaimineinsignnseazldledeyangnitisva uinswensignnsisimundes

Y
a -3

Usngilusenisegluld encryption.xml Aunfvdsiunididnvsednd (giivhde 4.5.2 n1swdhsia
- META-INF/encryption.xml)

U

Lwiaw%’wmmﬁgﬂwmm

a i3

afliedwud EncryptionMethod wiagningnsdesiiodiuudgn
Algorithm #isaAadu http://www.idpf.org/2008/embedding

s

2
SU2d

EncryptedData 984LamN
n1sUsIngesuann3didddedygrubainislgtuneuisnesuieliludedivuad @unisluds

g7}

d
ninensignnssesgnasdnydsienistuediuudan CipherReference votiedluug CipherData

o

[

ﬁaa&hwialﬂflmmﬁEJmié’m%’umluﬁﬁgﬂwa’lﬂulw& encryption.xml fail
<encryption
xmlns="urn:oasis:names:tc:opendocument:xmlns:container"
xmlns:enc="http://www.w3.0r¢/2001/04/xmlenc#">
<enc:EncryptedData>
<enc:EncryptionMethod Algorithm="http://www.idpf.org/2008/embedding"/>
<enc:CipherData>
<enc:CipherReference URI=" EPUB/Fonts/BKANT.TTF"/>
</enc:CipherData>
</enc:EncryptedData>
</encryption>

d' Y o s | v a a fa g a el v 9 1
Wedasiunsdnasnouduuuilsuvdnludadainiddnnsetinddu deslilanayuanisnsialily
& encryption.xml
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AMARNUIN N.

(ToLkuzin)
NILBNE1S
(@9 4.5.2 waz 9o 4.5.6)
t:’ll < v o
NANUINULUUYDUUSZUN
A1 Haenalsdnsulud containerxml
Haenansdmiulid containerxml fogi

http://www.idpf.ore/epub/301/schema/ocf-container-30.rnc

default namespace = "urn:oasis:names:tc:opendocument:xmlns:container"

include "./mod/datatypes.rc"

start = ocf.container

ocf.container =

element container { ocf.container.attlist & ocf.container.content }
ocf.container.attlist =

attribute version { '1.0" }

ocf.container.content = ocf.rooftfiles, ocf.links?

ocf.rooftfiles =
element rootfiles { ocf.rootfiles.attlist & ocf.rootfiles.content }
ocf.rootfiles.attlist = empty

ocf.rootfiles.content = ocf.rootfile+

ocf.rootfile =
element rootfile {ocf.rootfile.attlist & ocf.rootfile.content }

ocf.rootfile.attlist =

-19-
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attribute full-path { datatype.URI } &
attribute media-type { 'application/oebps-package+xml' }

ocf.rootfile.content = empty

ocf.links =
element links { ocf.links.attlist & ocf.links.content }
ocf.links.attlist = empty

ocf.links.content = ocf.link+

ocf.link =
element link { ocf.link.attlist & ocf.link.content }
ocf.link.attlist =
attribute href { datatype.URI } &
attribute rel { datatype.space.separated.tokens } &
attribute media-type { datatype.mimetype }?
ocf.link.content = empty

A5 UlAURINS IR eNaSHABINTISAIUTEUaNANTBISU [RelaxNG] way [XSD-DATATYPES]
N2  Huenansamsulid encryption.xml

HaenansdmIulng encryption.xml 53ueglu [XML Sec RNG Schemas]

N3 Huenasaunsulid signatures.xml

Haenansdmsulig signatures.xml 53ueglu [XML Sec RNG Schemas]

-20-



AMANUIN V.
(ToLkuzin)
SPRIAN

(U9 4.5)

t:’ll < v o
NANUINULUUYDUUSZUN

uan. XXXX-25YY

Areg1esolitasnnisldsiuuuledieniiioussqdsiundidnnsefindniatedusazidisianielu

ADULNULLDSTY

AoENg 2.1

f9819 .2

f79819 1.3

dsensiiSesdisuvesindluneumuiuesdy
mimetype

META-INF/container.xml
META-INF/signatures.xml
META-INF/encryption.xml

OEBPS/As You Like It.opf

OEBPS/book.html

OEBPS/nav.html

OEBPS/toc.ncx

OEBPS/images/cover.png

\Wemweslng mimetype

application/epub+zip

Weanweadlwa META-INF/container.xml
<?xml version="1.0"7?>

<container version="1.0"

xmlns="urn:oasis:names:tc:opendocument:xmlns:container">

<rootfiles>

<rootfile full-path=" EPUB/As You Like It.opf"

media-type="application/oebps-package+xml" />

</rootfiles>
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</container>

feghe u.s  Liemvaslid METAINF/signatures.xml
<signatures xmlns="urn:oasis:names:tc:opendocument:xmlns:container">
<Signature Id="AsYoulLikeltSignature" xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<l-- SignedInfo is the information that is actually signed. In this case -->
<l-- the SHA1 algorithm is used to sign the canonical form of the XML -->
<l-- documents enumerated in the Object element below -->
<Signedinfo>

<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-
20010315"/>

<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-shal"/>
<Reference URI="#AsYoulLikelt">
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>...</DigestValue>
</Reference>
</Signedinfo>
<l-- The signed value of the digest above using the DSA algorithm -->
<SignatureValue>...</SignatureValue>
<l-- The key to use to validate the signature -->
<KeyInfo>
<KeyValue>
<DSAKeyValue>
<P>..</P>
<Q>..</Q>
<G>..</G>
Y>>
</DSAKeyValue>
</KeyValue>
</Keylnfo>

<l-- The list documents to sign. Note that the canonical form of XML -->
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<l-- documents is signed while the binary form of the other documents -->
<l--is used -->

<Object>
<Manifest Id="AsYouLikelt">

<Reference URI="EPUB/As You Like It.opf">

<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/>

</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue></DigestValue>

</Reference>

<Reference URI=" EPUB/book.html">
<Transforms>

<Transform Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/>

</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue></DigestValue>

</Reference>

<Reference URI=" EPUB/images/cover.png">
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue></DigestValue>

</Reference>

</Manifest>
</Object>
</Signature>

</signatures>

<Object>
<Manifest Id="AsYouLikelt">
<Reference URI="EPUB/As You Like It.opf">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsigtshal"/>

<DigestValue></DigestValue>
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</Reference>
<Reference URI=" EPUB/book.html">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsigtshal"/>
<DigestValue></DigestValue>
</Reference>
<Reference URI=" EPUB/images/cover.png">
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue></DigestValue>
</Reference>
</Manifest>
</Object>
</Signature>

</signatures>

Mg v.5  Wenvealnd META-INF/encryption.xml
<?xml version="1.0"?>
<encryption xmlns="urn:oasis:names:tc:opendocument:xmlns:container"

xmlns:enc=http://www.w3.0rg/2001/04/xmlenc#
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<l-- The RSA encrypted AES-128 symmetric key used to encrypt the data >
<enc:EncryptedKey Id="EK">
<enc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>
<ds:KeyInfo>
<ds:KeyName>John Smith</ds:KeyName>
</ds:Keylnfo>
<enc:CipherData>
<enc:CipherValue>xyzabc...</enc:CipherValue>

</enc:CipherData>
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</enc:EncryptedKey>

<l-- Each EncryptedData block identifies a single document that has been -->
<l-- encrypted using the AES-128 algorithm. The data remains stored in it’s -->
<l-- encrypted form in the original file within the container. -->
<enc:EncryptedData Id="ED1">

<enc:EncryptionMethod  Algorithm="http://www.w3.0rg/2001/04/xmlencttkw-
aes128'"/>

<ds:KeyInfo>

<ds:RetrievalMethod URI="#EK"
Type="http://www.w3.0rg/2001/04/xmlenc#EncryptedKey"/>

</ds:Keylnfo>
<enc:CipherData>
<enc:CipherReference URI=" EPUB/book.html"/>
</enc:CipherData>
</enc:EncryptedData>
<enc:EncryptedData Id="ED2">

<enc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenctkw-
aes128"/>

<ds:KeyInfo>

<ds:RetrievalMethod URI="#EK"
Type="http://www.w3.0rg/2001/04/xmlenc#EncryptedKey"/>

</ds:Keylnfo>
<enc:CipherData>
<enc:CipherReference URI=" EPUB/images/cover.png"/>
</enc:CipherData>
</enc:EncryptedData>

</encryption>
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feghe v.6  Wevwedld EPUB/As You Like It.opf
<?xml version="1.0"7>
<package version="3.0"
xml:lang="en"
xmlns="http://www.idpf.org/2007/opf"
unique-identifier="pub-id">
<metadata xmlns:dc="http://purl.org/dc/elements/1.1/">

<dc:identifier

id="pub-id">urn:uuid:B9B412F2-CAAD-4A44-
B91FA375068478A0</dc:identifier>

<meta refines="#pub-id"
property="identifier-type"
scheme="xsd:string">uuid</meta>
<dc:language>en</dc:language>
<dc:title>As You Like It</dc:title>
<dc:creator id="creator">William Shakespeare</dc:creator>
<meta refines="#creator"
property="role"

scheme="marc:relators">aut</meta>

<meta property="dcterms:modified">2000-03-24T00:00:00Z</meta>

<dc:publisher>Project Gutenberg</dc:publisher>

<dc:date>2000-03-24</dc:date>

<meta property="dcterms:dateCopyrighted">9999-01-01</meta>

<dc:identifier

id="isbn13">urn:isbn:9780741014559</dc:identifier>
<meta refines="#isbn13"
property="identifier-type"

scheme="onix:codelist5">15</meta>
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<dc:identifier id="isbn10">0-7410-1455-6</dc:identifier>
<meta refines="#isbn10"
property="identifier-type"
scheme="onix:codelist5">2</meta>
<link rel="xml-signature"
href="../META-INF/signatures.xml#AsYoulLikeltSignature"/>

</metadata>

<manifest>
<item id="r4915"
href="book.htm!"
media-type="application/xhtm+xml"/>
<item id="r7184"
href="images/cover.png"
media-type="image/png"/>
<item id="nav"
href="nav.html"
media-type="application/xhtm+xml"
properties="nav"/>
<item id="ncx"
href="toc.ncx"
media-type="application/x-dtbncx+xml"/>
</manifest>
<spine toc="ncx">
<itemref idref="r4915"/>
</spine>

</package>
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AARNUIN A.

(ToLkuzin)
wilnde application/epub+zip
(19 5.3)
nenudniidudonuzii

a s

AaruIniluansyiinde application/epub+zip dmiugukuuABUNUUBSIUAYBIAIRUN

a 4

Indledionilumaluladreumuesdaduguwuversledady Tdieviorusufdurosdeiiu
loFanuazunsguilieiteteglunsguauasinvualagesins IDPF

Foulindelu:

application
Foudneoelus:

epub+zip
s fmasinod:

1aid]
W51EmesNIaLaen:

g
NSNATUIAIUAITLITIRE:

Inaledian Lﬂﬂiﬁ/\la‘iuuﬁiugﬂ wuusU (http://www.iana.org/assignments/media-
types/application/zip)

AN5AINTUINIUANNYADANY:

AU szudaNaieanuaneulnaleodienAlITnTIARUIUIAKALANNYNADIVBITo AN AUALLN

Y

DH1IVLIN

uanntullasniliemvanevianansaislulvdletienladadululen application/epub+zip

a g" Aa Yy a 1 [ =) A a a4 1 < [ (%
awaﬁmaLuam‘mmawmmwmummﬂaamﬂauaﬂmua"l,ﬂmﬂmaﬁmsﬂ,ﬂuwuaaNhﬂmhmumu

[ '

AnulaendeafinTuanzlunstindissinanaiduasUssaianatlem N uRa HUnT o
deansuszananalomiugndewislviuiiussianadudslunsiifenaiszeg uaninileveulunvas
LONETH

nsiansanauaulaeniedslanu application/zip avlaniulnalediansie
NSNATUIAIUANUEINITOIUNITTIUTIUAU:

1aid]
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(%
a

TUswnsunlasingeol:

yipdeligninluldegiinitminsdmiuuandnenidsdedidnnseiindluguwuy EPUB Uny@isnens
vaslusunsusaluildilinsaungunivan

- Adobe Digital Editions
- Aldiko
- Azardi
- Apple iBooks
- Barnes & Noble Nook
- Calibre
- Google Books
- Ibis Reader
- MobiPocket reader
- Sony Reader
- Stanza
Touaifisifu:
@una (Magic number(s)):
0: PK 0x03 0x04, 30: mimetype, 38: application/epub+zip
wanalug:
dalngidnszylng OCF \uunuana .epub
swavlalvld Macintosh :
ZIP
REPATIIN HEGYCE

IDPF daiungidoudsiinendeslin http:/idpf.org/epub/linking/ Unsauersmanilnmun
A5 YLNINIUARUUAIYUALRIdMTULALuLeNaTS application/epub+zip was

application/oebps-package+xml
Tngusvasansldau:

Wl

-29-


http://idpf.org/epub/linking/

uan. XXXX-25YY

AN PG R PRI ER

IDPF (http://www.idpf.org)
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ContentDocs30] EPUB Content Documents 3.0.

HTML5] HTML5: A vocabulary and associated APIs for HTML and XHTML.

MediaOverlays30] EPUB Media Overlays 3.0.

OCF2] Open Container Format 2.0.1.

OCF3] Open Container Format 3.0.

Publications30] EPUB Publication 3.0.

RFC2119] Key words for use in RFCs to Indicate Requirement Levels (RFC 2119). March 1997.

RFC3986] Uniform Resource Identifier (URI): Generic Syntax (RFC 3986). Berners-Lee, et al. January
2005.

[RFC3987] Internationalized Resource Identifiers (IRls) (RFC 3987). M Duerst, et al. January 2005.

[SHA-1] Federal Information Processing Standards Publication 180-3: Secure Hash Standard (SHS).
October 2008.

[TR15] Unicode Normalization Forms. Mark Davis, et al. 17 September 2010.

[Unicode] The Unicode Consortium. The Unicode Standard, Version 5.0.0, defined by: The Unicode
Standard, Version 5.0 (Boston, MA, Addison-Wesley, 2007. ISBN 0-321-48091-0).

[XML] Extensible Markup Language (XML) 1.0 (Fifth Edition). T. Bray, et al. 26 November 2008.

[XML DSIG Core] XML-Signature Syntax and Processing Version 1.1. M. Bartel, et al. 3 March 2011.

[XML ENC Core] XML Encryption Syntax and Processing Version 1.1. D. Eastlake, et al. 3 March
2011.

[XML SIG Decrypt] Decryption Transform for XML Signature. M. Hughes, et al. 10 December 2002.

[XML Sec RNG Schemas] XML Security RELAX NG Schemas.

[XMLNS] Namespaces in XML (Third Edition). T. Bray, D. Hollander, A. Layman, R. Tobin. W3C. 8
December 2009.

[ZIP APPNOTE] ZIP File Format Specification. September 28, 2007. PKWARE, Inc..

o

U83a971984 (Informative References)

[EPUB3Changes] EPUB 3 Differences from EPUB 2.0.1. William McCoy, et al.
[EPUB3Overview] EPUB 3 Overview. Garth Conboy, et al.
[ODF] ODF Open Document Format.
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